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ABSTRACT

Anti-censorship software originally develop to fight internet censorship in China. The anti-censorship software such as  Ultrasurf, Freegate, Gpass, GTunnel and FirePhoenixare become popular for the stubborn user who used the internet for thier own’s purpose and disobey the poilicies . Since it is  widely  use by users in organisation local area network to bypass firewall policies, it become a threat to LAN organization. Hence, it cause a problem for network administrator who manage the internet utilisation and enforcing internet policies. For an organisation, uncontrolled internet usage lead the opened system vulnerability to viruses, backdoor, non-productivity activities and slow internet connection. Thus, this studies proposed strategies to filter and blocking traffic create by anti-censorship software in LAN. Method used in this project is “design computer security experiment”. Therefore, this project will guide the network administrator to control internet  utilisation, protect organisation LAN and carried out implementation of the internal organization’s internet policies.

ABSTRAK

Perisian anti-penapisan dibangunkan khususnya bagi menyekat proses penapisan internet yang dijalankan di China. Contoh – contoh perisian tersebut adalah seperti UltraSurf, FreeGate, GPass, GTunnel dan FirePhoenix. Semenjak itu,perisian ini mula digunakan secara meluas oleh penguna sistem rangkaian dalaman “LAN” dalam sebuah organisasi untuk menembusi polisi ‘firewall’. Hal ini menjadi ancaman kepada pihak yang mentabir poilisi dalam sesebuah ‘LAN’ dan juga kepada penggunaan internet biasa. Bagi sesebuah organisasi keadaan yang tidak terkawal ini menyebabkan sistem rangkaian dalaman terdedah kepada ancaman virus, ‘backdoor’ , aktiviti-aktiviti internet tidak bermoral dan memperlahankan kelajuan rangkaian itu sendiri. Oleh itu, tujuan penyelidikan ini dibangunkan untuk mewujudkan strategi untuk menapis dan mengekang aktiviti-aktiviti anti penapisan yang berleluasa di dalam sistem rangkaian dalaman “LAN”. Projek ini dijalankan menggunakan metadologi “design computer security experiment”. Oleh yang demikian, tujuan projek ini dijalankan bagi membantu  pengurus sistem rangkaian‘network administrator’, untuk mengawal kepenggunaan internet, melindungi dan membenarkan perlaksanaan polisi ‘LAN’ di dalam  sesebuah organisasi dipatuhi.
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CHAPTER 1

INTRODUCTION

1.1 Overview

Computer technologies are changing rapidly. In the organization of LAN, to prevent users from accessing restricted web site and conduct activities such as downloading movie and accessing pornography web site has become a common internet policy. A war between network users and network administrator is never ending. Users will find a way or strategies to bypass firewall and network administrator will find a way to block and implement internet policy to protect LAN. Referring to (Aycock & Maurushat, 2008), “by using anti-censorship client software user are able to bypass firewall in LAN”. There many choices of anti-censorship software in the market. According the Global Internet Freedom Consortium (GIFC, 2010), some example of Anti-censorship software are Ultrasurf, Freegate, Gpass, GTunnel and FirePhoenix. Internet censorship is a common practice among organization now days. According to Wikipedia (2010), censorship has define as “the use of state or group power to control freedom of expression, such as passing laws to prevent media from being published, propagated and access.” However, for this studies censorship is define as “The use of group power to control freedom of accessing web services”. In organization, task to implement internet censorship is given to network administrator. 

Network administrator need to monitor and control internet activities for the benefit of organization. In organization if users used anti-censorship software they can bypass an organization firewall. Network administrator should block users that had been used anti-censorship software from bypass firewall and access internet restricted website. Ensuring the users were not be able to access restricted web site via anti-censorship software, required a system. The system functionally able to do traffic analysis and need to be execute at firewall level. Thus, the firewall is functionally to reject traffic requests from client that was using anti-censorship software while surfed. According to Becchi & Crowley, (2007), “firewalls with Deep Packet Inspection (DPI) capabilities are able to block traffic request from anti-censorship software”. Somehow to have firewall with this DPI capability was expensive for a small organization. The purpose of  conducting this study will carried out a strategy to filter and blocking traffic request from anti-censorship software which are able to used by a small organization at affordable cost.
[image: image1.png](Source : GIFC, 2010)




Figure 1.1 : Anatomy of anti-censorship system

According to GIFC – white paper, “The ultimate function on anti-censorship system is to connect censored users to the uncensored internet server securely and anonymously”. Figure 1.1 above is used to show and understand how the anti-censorship worked. This showed the general concept of anti-censorship system from step by step. Censored users (1) are normal user in LAN or in the country. User used circumvention client software (anti-censorship software) that being installed at censored user’s computer. This client software has an ability connecting to the out site and also being connect to circumvention tunnels (4). Basically, it is used tunnel discovery agent (3) to connect from software to circumvention tunnel. Once it’s being connected, network traffic automatically encrypted before connected to outside by penetrate GFW (7). Usually censor (6) disabled to detect this kind of traffic because it was encrypted. On the outside of GFW (7), network traffic then enters into a circumvention support network (8). This circumvention support network was set up and operated by anti-censorship supporters (9) which have many supporters and setup up via many infrastructures. The computer in this circumvention support network (8) acted as proxies. Proxies accessed the content from un-structured internet (10) and the target server. The target server then sends the information back to route. Information traffic is not necessarily taking the same route as it come. It can be difference route to reach the censored user’s computer. Initially if a censored user knows nothing about the other side of the GFW, it is necessary to get them bootstrapped by employing out-of-band communication channels (5). The channels included emails, telephone calls and instant messages. Sometimes users can also take advantage of these channels to locate circumvention tunnels (4), if the client software in used did not have a tunnel discovery agent (3). In fact the most component in anti-censorship system was the tunnel discovery agent (3). With such an agent, a user does not need to configure the software. The agent automatically found circumvention tunnels for the user.

1.2  Problem Statement

Ultrasurf became the most common anti-censorship application that has been used in LAN to bypass firewall. Ultrasurf communicated to target server using external proxy’s server. IP addresses of all external proxies were always changes. It was very hard to do traffic filtering and blocking base on each proxies IP address. This required another strategy that able to do filtering and blocking. 
Ultrasurf used port 443 (https) and 80 (https) to communicate from user computer to external proxies server through an organization firewall. Since not many firewalls able to filter traffic request that went through https protocol, filtering this traffic was difficult to be done. Therefore, only the commercial firewall which is expensive able to provided filtering and blocking https packet. These required a solution that suitable for small organization to implement, which is less expensive and affordable.
Thereby created a strategy on how to filter and block Ultrasurf traffic, transform the network administrator ability to control internet utilization and carried out implementation of internet policies. Network administrator also needs to ensure network is used for the benefit to all users in the organization.

1.3 Research Question

For this studies the main question is “how to block traffic create by Ultra surf”. Related to main question, a few question need to answer first.

· How Ultrasurf connected to internet?

· How to filter traffic created by Ultrasurf?
· How to block traffic created by Ultrasurf?
1.4 Research Objectives

The aim of this study is to filter and blocking traffic created by Ultra surf from LAN to internet. In order to achieve the main objective, the specific objective has been planned as follows:

1.  To identify how Ultrasurf connect to internet.
2.  To produce strategy to block traffic created by Ultrasurf


· To produce at lease 1 strategy that was able to block Ultrasurf.

3.  To evaluate the strategy.

· Block traffic request (accessing web site) created by Ultrasurf.
1.5 Scope and Limitation

Due to the time constraint, this research focused on,

i. Data

Sources of data are come from experimentation. Figure 1.2 sample of screen capture for traffic. This is the source of data.
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Figure 1.2: Example of Capture Data

ii. Tools

The main tool needed to conduct this project was Ultrasurf and Wireshark. Wireshark been chosen to capture network traffic packet. According to Gerry (2009) and Vasil (2008), “ Wireshark is the best free tool for protocol analyzer”. Wireshark has ability to save captured packet that can be use to analyst later. Figure 1.3 is Wireshark interface.
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Figure 1.3: Wireshark Interface
iii. Hardware and Operating System

The hardware’s which are having been used in these studies are:

· Client

· OS : Windows XP with Service Pack 3

· 2 GB RAM

· 160GB HDD

· 1Gb Network Card (Intel 82567LM-3 Gigabit)

· Router/firewall

· Panda Defender

· Dlink DSL-2640T

· 3COM OfficeConnect 

· Linux IP Tables 

· Linux Squid 
1.6 Research Method

In this study the experimental research being used as the main method. Experimental research according to (Resources, 2008) is commonly used in sciences such as sociology and psychology, physics, chemistry, biology and medicine and many more. 

For the experiment research, generally one or more variables are manipulated to determine their effect on a dependent variable. In this project, the variables that are manipulated were the only method on how to filter traffic created by Ultrasurf. The details of this method stated in the Chapter 3.
1.7  Significant Of The Study

The purposed of this project is to overcome a strategy of blocking traffic created by Ultrasurf. The contributions of this project are as follows:

i. Propose strategies can be used by network administrator to block restricted website while implement internet policies.

ii. This research proposed a new strategy with affordable cost to implement at all small organization.

iii. This research was the solution for the weakness in firewall (web filtering) to access restricted web site.

1.8 Overview of the project
In this report, chapter 1 provided an introduction. Introduction explained the overview of this project. Main reason why this research being conducted due to the fundamental of anti-censorship. The literature review of this report is presented in Chapter 2. The research question, research objective and the main theory about the anti-censorship explained in this chapter.  The Research Experimental Design that has been used in this project is presented in Chapter 3. Chapter 4 explained in details the experimental result. Chapter 5 is about the Conclusions and Recommendation for further studies.
1.9 Conclusion
This chapter has discus about what is anti-censorship, how it work, problem statement, research question, research objective scope and limitation. Main reason why this research being conducted due to the fundamental of anti-censorship is to bypass the filtration created in firewall.
CHAPTER 2

LITERATURE REVIEW

Introduction
In this chapter, some areas that covered on this project were reviewed. These areas included the fundamental of anti-censorship software, brief about Ultrasurf, why Ultrasurf difficult to detect and performed the blocking.  Enhanced of new firewall that able to block Ultrasurf also been discuss. The published information related to this studies subject also been further explained.
2.1 Fundamental Of Anti-Censorship Software

Anti-censorship software is software that has been used to bypass firewall that provides censorship system. This software has capability to hide user information such as user’s IP address, transmitting or receiving content.
Anti-censorship software such as Ultrasurf, Freegate, Gpass, Garden, GTunnel, and FirePhoenix are the effective software that can bypass firewall. According to Wikipedia (2010), the most commonly website block by firewall are:
1. Pornographic 
2. Social networks (e.g. Facebook, MySpace and Twitter) 

3. Political blogs

4. YouTube

5. Nazi and similar websites 

6. Religious websites 

User who used anti-censorship software able to access listed category of web page. There are many anti-censorship software in the internet and some of them are freely distributed. Below are five anti-censorship software that regularly used by user.
Table 2.1 : Comparison of anti-censorship software

	Software
	Comment

	Ultrasurf
http://www.ultrareach.com
	· Provide privacy and safely 

· Free to use.

· Works together with the GIFT (a dynamic node-proxy anti-jamming system);

· No installation or change requires in system setting.

	FirePhoenix

http://firephoenix.edoors.com


	· Encrypts all Internet traffic.

· Protects privacy and identity while surfing

· Hide IP address.
· Use virtual private network (VPN) technology.

· This software suitable for journalists while they working in territories that censorship internet were applied.

	FreeGate

http://us.dongtaiwang.com
	· Users access international web sites as fast as their local ones.

· Not required installation

· A single executable file on a Windows platform. 

	GPass

http://gpass1.com/
	· Integrates online security tools.
· Encrypted storage.
· Personal data management tools

· Encrypted online communication
· Web base technology

	GTunnel

http://gardennetworks.org
	· Connected SOCKS proxy server.

· Hide IP users.

· Traffic content is encrypted.

· Blockade of target servers circumvented.




Table 2.1 showed comparison about anti-censorship software. According to Global Internet Freedom Consortium, Ultrasurf are the most commonly used (GIFC, 2010) and According to Kaiser (2008), Ultrasurf was stated as the “Possible as The Best Proxy Server, 2008”. 

2.2 About Ultrasurf
Ultrasurf was developed by  Ultrareach, who is a members of Global Internet Freedom Consortium that fight for privacy, security and freedom for accessing internet. Originally developed to fight internet censorship in China. Currently China government is trying to impose a strict control on web content and access. According to Tan, Mueller & Foster (1997); “In February 1996, all internet users are required to register with ministry of Public Security and their activities may be monitored by police”. Under China golden shield project and as reported by Reuters (2007), China great firewall has been installed at China Telco and China Netcom on 2007. China great firewall role is to create censorship, but this censorship had brought internet chaos in China. On July 2007, Email from China cannot be sent out to overseas. It takes a week to fully recover.   
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Figure 2.1 : Level of internet censorship by country

Figure 2.1 above, show the level of internet censorship by country. User using anti censorship software to bypass the firewall mostly come from country which colored as black and red. There are 15 countries were labeling as “heavily censorship” (Strange Maps, 2007). Besides that, this 15 countries also being known as the “Internet Black Hole” based on the bad reputation. List of the countries are below:
1. Maldives 
2. Tunisia 
3. Belarus 
4. Libya 
5. Syria 
6. Vietnam 
7. Uzbekistan 
8. Nepal 
9. Saudi Arabia 
10.  Iran 
11. China 
12. Myanmar /Burma 
13. Cuba 
14. Turkmenistan 
15. North Korea 
2.3 Why Ultrasurf Difficult To Detect 
Recently, Ultrasurf not only been used in China to bypass the “golden shield project”, but it also been used in LAN that applied internet restriction. By using Ultrasurf, users inside organization LAN are able to bypass firewall and access restricted website.  According to Xia (2004), “Ultrasurf is extremely difficult to block”.  Ultrasurf is using port 9666 to communicate from web browser to the Ultrasurf services, but communication using this port only at local computer. Blocking this port at organization firewall will not function. Ultrasurf uses a secure socket layer (SSL) to communicate from local computer to their proxies. They have thousands of proxies, which mean to block IP proxies are not practical. It is not suitable because from time to time many more IP address being increasing in the list. It also used Port 443 and cannot be block at firewall. This is because Port 443 use for https communication. However, if this port is been blocked, website such mail.yahoo.com, Gmail.com and banking online system that used this secure socket layer to communicate failed to work.
2.4 Any Firewall Able To Block Ultrasurf
As mention in introduction, there are firewalls that perform to block Ultrasurf. According to Kumar, Turner, & Williams (2006) and Piyachon & Luo (2006), filteration can be done by using SSL interceptor and perform DPI (deep packet inspection). Firewall that have DPI capabilities are able to filter traffic that come from anti-censorship software. This means it also able to block Ultrasurf. There are commercial firewalls that able to block anti-censorship software, but they are expensive. Example of firewall that has this kind of capability is Sonic Wall and Symantec firewall. For this project, open source solution is preferable since it is free for everyone.

2.5 Conclusion
In this chapter Ultrasurf a family of anti-censorship software has been chosen. What is Ultrasurf, why Ultrasurf hard to detect and block has been discus. This chapter proposes to use open source for this project.
CHAPTER 3

RESEARCH DESIGN
  Introduction
This chapter explained the experimental design that has been used in this project. 
3.1 Methodology 

This project used methodology as shown on Figure 3.1.The figure shown that the analysis of this project being divided into 7 main phases. This methodology is adapted from (Peisert & Bishop, 2007). This methodology has been used for “How To Design Computer Security Experiment”.  For this project the phase on “Propose strategy” and “Validate hypothesis” were added. This changed made suite the project that will be conducted later.   Below are methodology used by priest and bishop.

1. Form hypothesis

2. Perform experiment and collecting data

3. Analyse the data

4. Interpret data and draw the conclusion

5. Depend on conclusion, return to #1

As mention above, in this project there were 2 more phase been added into the methodology. Figure 3.1 below show the methodology used in this project.
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Figure 3.1: Methodology used in this studies
Figure 3.1 is comparison between methodologies created by Whitten (the Original Methodology) as the proposed methodology for this project. Review from the proposed methodology, this project been divided into 7 main phases.

This project been divided into 7 main phases and the phases are as follows:

a) Form hypothesis

This phase find out how Ultrasurf able to bypass firewall. Information on this phase been gathered from literature review level. The possibilities are listed. 

b) Perform experimentation and collect data

This phase carried out the possibilities by creating simulation to test. This project used Wireshark software to collect packet created by Ultrasurf.
c) Analyze data
This phase analysed all findings collected by Wireshark. Information about how Ultrasurf connect to internet by looking into, IP address and port and protocol used by Ultrasurf.
d) Interpret data and draw conclusion

This phase will draw a conclusion how Ultrasurf connect to internet and possibility to filter and blocking this connection.

e) Depend on conclusion, return to #1

In this phase, if the conclusion is positive (able to draw a conclution), phase ‘propose strategy will carried out’ but if conclusion is negative (not been able to draw a conclusion) it will return to phase ‘form hypotheses’.

f) Propose strategies

This phase introduced a strategy how to filter and block Ultrasurf based on previous phase. The guidelines been listed.

g) Validated the strategies.

Strategies been applied into organization’s firewall and the effect from this situation been analysed and conclude either the strategies is efficiency working or fail.
3.2 Form Hypothesis

This phase form the hypothesis is carried out. Hypothesis information gathered from literature review. The requirement needed for blocking Ultrasurf connection and the process of web accessing requirement from Ultrasurf is listed below. 

Table 3.1: Process of connection and location of Ultrasurf
	Process of connection
	Location
	Ability to control by network admin

	1. Web browser connect to Ultrasurf using localhost (IP 127.0.0.1) port 9666 and create as local proxy server.
	Local Computer
	No

	2. Ultrasurf (discovery agent) connect to various external IP (external proxies server) using port https (443) and http (80).
	LAN to WAN via Gateway
	Yes

	3. External proxies server will connect to restricted web site and passing back to proxies server.
	WAN
	No

	4. Proxies server will encrypt (if using port 443) the content and send back to Ultrasurf (discovery agent).
	WAN to LAN Via Gateway
	No

	5. Ultrasurf as local proxy server will pass the content to web browser.


	Local Computer
	No


From the table 3.1, the requirement to block ultra surf is identified. Process of “Ultrasurf (discovery agent) connect to various external IP (external proxies’ server) using port https (443) and http (80).” This process had been used organisation gateway to surf the internet. This process happens inside the organisation and under supervised by network administrator. In normal organization, the practical gateway being used to surf the internet. It becomes the centre backbone for every computer in LAN. All the computers used this gateway to connect to internet. These processes are identified as place to study and conduct experiment, since it located in the area where it is controllable and centralizing. As an outcome form this phase, a hypothesis “it is possible to block Ultrasurf if how it connect to internet is identify”.
3.3 Perform Experimentation And Collect Data.

This phase carried out the possibilities by creating simulation to test. All the findings will be recorded. This phase is to gather information how Ultrasurf connect to internet.

Experiment being conduct in 2 conditions:
i. Firewall block specify domain name without Ultrasurf installed.

ii. Firewall block specify domain name with Ultrasurf installed.

i. Firewall block specify domain name without Ultrasurf installed.

Two model of network has seen to evaluate internet connection to access the web site. This network model used to simulate network environment in an organisation. Both two network model are as followed:

a) Connection to router firewall with restrict domain. Model of connection as followed. This experiment named as experiment 1 (Exp 1). Figure 3.2 below showed model of experiment 1.
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Figure 3.2: Web filtering at router (Exp: 1)

b) Connection to router firewall but web connection re-route to proxy server where inside contained squid access control list to restrict access on specify domain. Model of connection as followed. This experiment name as experiment 2 (Exp 2). Figure 3.3 below showed model of experiment 2.
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Figure 3.3 : Web filtering at proxy (exp 2)

ii. Firewall block specify domain name with Ultrasurf installed at client.
Two model of network has been introduced to evaluate internet connection to access web site with Ultrasurf and Wireshark installed on client. This network model used to simulate network environment in organisation. Both two network model are as followed:

a) Connection to router firewall with restricted a few domains. Model of connection are as followed. This experiment named as experiment 3 (Exp 3). Figure 3.4 below showed the model of experiment 3.
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Figure 3.4: Web filtering at router (Exp: 3)

b) Connection to router firewall but web connection reroute to proxy server where inside got squid access control list to restrict access specify domain. Model of connection as follow. This experiment named as experiment 4 (Exp 4). Figure 3.5 below showed model of experiment 2.
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Figure 3.5: Web filtering at squid (Exp: 3)
Outcome from experiment
All four (4) experiments were using 30 domain names for data sampling. Twenty (20) block domains name was label as “Black list domain” and remaining ten (10) labels as “white list domain”. (Refer to attachment 1: Accessing Domain name). Result of each experiment result was captured and labelled as below. 
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Figure 3.6: Blocked Web Site at Router

Figure 3.6, show a screen captured after running experiment 1, which is client did not install Ultrsurf and firewall that being blocked was Youtube.com. In this case, Panda Gate defender was used as router and firewall.

[image: image11.emf]
Figure 3.7: Blocked web site at squid proxy

Figure 3.7, Show a screen captured after running experiment 2 which is client did not install Ultrsurf and squid blocked Youtube.com as black list domain. In this case, squid was used as proxy server.

From the experiments 1, 2, 3 and 4 being used white list domain while experiment 3 and 4, which Ultrasurf been installed at client and the firewall blocked domain name but still can access the unauthorized web pages. All the result showed as figure 3.8:
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Figure 3.8: Able to access web site

3.4 Analyze Data.
The result of all experiment shown on table 3.2. This proved those clients installed with Ultrasurf are able to access black list domain. This way being used either than using filtering at router or proxy.  During experiment 3 and 4, Wireshark was used to capture packet for detail analysis.
Table 3.2: Ability client to access web site

	No
	Domain Name
	Exp: 1
	Exp: 2
	Exp: 3
	Exp: 4

	1
	White List Domain
	Yes
	Yes
	Yes
	Yes

	2
	Black List Domain
	No
	No
	Yes
	Yes


Outcome from packet analysis
During experiment 3 and 4, Wireshark is used to capture packet that transmit and receive data at client site. This provided with a data that can be used for 
filtering and blocking. To get accurate data of various version of Ultrasurf has been used. From experiment 3 and 4 summaries of data are captured was listed in Table 3.3: 

Table 3.3: Summary of Ultrasurf packet analysis

	No
	Version
	Discovery agent in Ultrasurf try to connect using

	
	
	Port
	IP address

	1
	9.4
	80 and 445
	199.67.185.130

63.245.209.72

192.88.209.56

128.231.86.79

59.106.108.86

209.85.171.115

210.59.144.3

91.192.128.34

	2
	9.5
	80 and 445
	65.49.2.115

65.49.2.123

61.227.100.36

66.245.217.15

65.49.2.123

	3
	9.9.2
	445
	65.49.2.113

65.49.2.121

61.228.183.115

202.142.160.148

122.122.159.213

118.160.154.132


[image: image13.emf]
Figure 3.9: Ultrasurf 9.92 connect to internet

[image: image14.emf]
Figure 3.10: Ultrasurf 9.5 connect to internet

Figure 3.9 and 3.10 show Ultrasurf version 9.5 and 9.95 able to connect to internet and bypass firewall. For complete data captured are attached where for Ultrasurf 9.4 attach on appendix  1, Ultrasurf 9.5 on appendix  2 and Ultrasurf  9.92   on appendix  3
3.5 Interpreter and Draw conclusion
In this phase, it was confirm that it’s possible to block traffic create by Ultrasurf as shown in previous phase, that it use http and https port to communicate with outside server and Ultrasurf used various IP that become Ultrasurf external proxies. This phase suggest that by blocking communication trough IP. It will block Ultrasurf connection. On this phase objective 1 “To identify how Ultrasurf connect to internet” has been achieve.
3.6 Conclusion Based On The Experiment. 
Based on the outcome from interpret phase, the data drawn as conclusion. It support and agree with the hypothesis of this studies. Analysis from captured packet has showed:
1. Ultrasurf connected to various external IP address.

2. Connect used port 80 (http) and port 443 (https).

3. It uses TCP protocol for communication. (transmission control protocol)

3.7 Propose Strategy

Based on all sources from the conclusion of the experimentation, this phase exposed a strategy on how to filter and block Ultrasurf. The guidelines are listed. All captured packet generated by Wireshark has been analysed. As an outcome from previous phase, one strategy has been established is: 

“To reject ALL traffic using TCP protocol port 80 and 445 that try to connect based on IP address.”

Develop a strategy
This project aimed based on an open source solution, which the strategy being developed using Linux squid or Linux IPtables. Due to time constrain, only Linux squid has been chosen. A new access control list (ACL) has been added to filter and block request from client that try to access http or https using IP address.
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Figure 3.11: propose strategy diagram

Figure 3.11 show where and how strategy should being implement. This is based on the Define Requirement phase. Strategy to filter and block traffic should be place at centralize location. This means, all connections from LAN are passed through this filter. Below are the propose script that should place in /etc/squid.  Figure 3.12 are scripts that being placed in squid.conf file.
	acl blacklist_domain_contain url_regex -i 

"/etc/squid/blacklist_domains_contain.acl"

acl blacklist_domain dstdomain "/etc/squid/blacklist_domain.acl"

acl access_by_ip url_regex \b(25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)\.(25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)\.(25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)\.(25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)\b

http_access deny access_by_ip

http_access deny blacklist_domain

http_access deny blacklist_domain_contain

http_access allow all




Figure 3.12: squid.conf

From the Figure 3.12 above the importance squid parameter is “acl access_by_ip url_regex \b(25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)\.(25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)\.(25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)\.(25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)\b”

This parameter will be use in parameter “http_access deny access_by_ip“. This mean squid will deny user that try to connect to access http and https using IP address as URL. This IP address using format “RegEx”. In computing, RegEx refer as regular expressions.  “It provide a concise and flexible means for matching strings of text, such as particular characters, words, or patterns of characters. A regular expression is written in a formal language that can be interpreted by a regular expression processor” (Wikipedia, 2010). In this studies RegEx “25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)\.(25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)\.(25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)\.(25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]” is used to matched all IP address. It contains the expressions that divide into 4 segments this to suite IPv4 notation.  For first segment, “25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]”.  In regular expression “0.. 255 can be represent by 25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]”, (Regular Expressions.info, 2010) .  This inline with this study objective to block all IP address (match [0..255].[0..255].[0..255].[0..255] notation).
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Figure 3.13: blacklist_domain.acl 
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Figure 3.14: blacklist_domains_contain.acl

Figure 3.13 and Figure 3.14 show additional file to support squid to blocked specific domain and any domain contained specific word in their domain name. On this phase objective 2 “To produce strategy that able to block Ultrasurf” has been achieve.
3.8      Validate The Hypothesis
Strategies that been applied into an organisation firewall and the effect been analysed and conclude either the strategies is working or not. Based on the proposed strategy that been used, Experiment 4 (Web filtering at squid with Ultrasurf Installed) has been conducted again to validate the requirement needed.
[image: image16.emf]
Figure 3.16: Ultrasurf 9.4 Vs Proposed strategy.

[image: image17.emf]
Figure 3.17: Ultrasurf 9.5 Vs Proposed strategy
[image: image18.emf]
Figure 3.18: Ultrasurf 9.92 Vs Proposed strategy
Figure 3.16, figure 3.17 and figure 3.18 showed the result from experiment after propose strategy to block Ultrasurf has applied. It also showed that Ultrasurf unable to connect to external IP. All blocked domain name cannot be accessed by user even those Ultrasurf was installed in their PC. Detailed data captured can be referring in appendix 3. This showed proposes strategy able to filter and block traffic that created by Ultrasurf and the blocked domain cannot be accessed by user. For complete data captured are attached where for Ultrasurf 9.4 attach on appendix  4, Ultrasurf 9.5 on appendix  5 and Ultrasurf  9.92   on appendix  6. On this phase objective 3 “To evaluate the strategy” has been achieve
3.9       Conclusion
This chapter has applied methodology phase by phase, from phase setup a hypothesis to propose strategy and validate the propose strategy. The importance phases in this chapter are data collection and propose a strategy to filter and blocking Ultrasurf traffic.
CHAPTER 4

EXPERIMENTAL RESULT
Introduction

This chapter provided relevant experimental results and discussions on the findings of this research. The structure of this chapter follows the same structure of the development methodology in chapter 3 in order to clearly show the experimental results starting from the collection of data samples, followed by analysis, then propose solution and verify the solution. This chapter summarized the outcome from each activity.  
4.1  Phase Form Hypothesis.
The hypothesis “it is possible to block Ultrasurf if how it connects to internet is identify.”
4.2 Phase Performed The Experiment And Collecting Data
Identified, “how Ultrasurf connect to the internet?” and Wireshark as a traffic analyzer has been used to capture traffic create by Ultrasurf. From this experiment, it showed that Ultrasurf need to connect external proxies before redirecting to the target server. As we surely aware that the list IP address to external proxies is various.
4.3  Phase For Analyzed The Data:

Data captured by Wireshark has been analyzed to find how Ultrasurf connect to the internet.
4.4   Phase For Interpret The Data And Draw The Conclusion.
As conclusion for this phase, “how Ultrasurf connect to internet?” being answered and listed as below:
i. Ultrasurf connected to various external IP address.

ii. Connected using port 80 (http) and port 443 (https).

iii. It used TCP protocol for communication. (transmission control protocol)

4.5  Phase For Propose Strategies:

To block Ultrasurf to connect to external proxies server, it need to block IP. Strategy to drop connection that using IP address to access http and https has proposed by using RegEx “25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)\.(25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)\.(25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]?)\.(25[0-5]|2[0-4][0-9]|[01]?[0-9][0-9]” in squid configuration and all http and https traffic need to go through squid proxy server. 
4.6 Phase For Validated The Hypothesis:

Based on the experiment, it show that it is possible to block Ultrasurf traffic by using propose strategy derive from hypothesis. Appendix  7 show comparison between black list domain access by user through Ultrasurf  with propose strategy was applied. Appendix 8 show comparison between white list list domain accesses by user through Ultrasurf without propose strategy applied.
4.7 Conclusion
On this chapter show the result of project methodology. This has chapter also show that squid has a ability to filter and blocking Ultrasurf traffic. Connection to internet via http and https will be filter and block by blocking connection using IP address.  This has been archive by implement this Regular Expression or RegExp in short to block all IP range.
CHAPTER 5

CONCLUSIONS AND FUTURE WORK
Introduction

This project lastly defined the abilities to block anti-censorship software. Ultrasurf has been chosen as anti-censorship software since it is commonly use. On this chapter, the conclusion and future work being successfully discussed.
5.1 Conclusions

After the experiment conducted, most of the firewall is unable to block anti-censorship software such as Ultrasurf. A strategy to combat anti-censorship should be introduced to protect organization. This project has been introduced a strategy to block user from accessing prohibited website.  Squid proxy server has ability to provide a blocking IP address based on http and https connection. From these studies two techniques of implementation is proposed.
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Figure 5.1: Router, Firewall and Proxy In a Box
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Figure 5.2: Independent Proxy
From the figure 5.1 and 5.2 above, it show the strategy to implementing restricting accessing website. The key for this strategy is “Allow only client connect trough http and https using domain name only“these mean if user try to connect to internet using http or https it must use domain name, If user using IP address. Squid will drop this network traffic request. Squid also able to be configure to allow connection using specific IP address. Squid as proxies server play a vital role on this strategy.
5.2 Recommendation and Possible Future Developments

This strategy of blocking Ultrasurf traffic request can be enhanced in many ways and there will always be new developments evolve in this anti-censorship technology. These reveal the new areas for researchers to explore. The following entries will briefly present the further enhancements specification: 

i. Performance. 

This research studies never touch about performance to process of the filtering traffic request. For an example, what will happen if 1000 user request at same time. Is squid server able to support and what is the best hardware specification to handle connection efficiently?
ii. Squid new technology.

Squid proxy server keeps updating their feature to meet the user’s target.  A question of “Are current squid configuration (Squid.conf) are working perfectly in all version of squid need to be answer.
iii. Network model.

In this project, traffic filtration is a key to block Ultrasurf traffic. Due to time constrain, only squid has be study to provide the traffic filtering. IPTables also can provide traffic filtering. How to use same concept and applied at IPTables phase.
iv. Integrate into current firewall technology
As mention in chapter 1, only a few firewall able to block Ultrasurf. It may possible to incorporate this strategy into low end firewall so that it is worthy to small organization such as school, college, house and small industries.
v. Others type of anti-censorship software
As mentioned in chapter 1, there are five (5) anti-censorship software available in the marker. The software are Ultrasurf, Freegate, Gpass, GTunnel and FirePhoenix. In these studies only Ultrasurf has been tested. By using the same strategy it may work on others anti-censorship software as well.
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